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EDITOR’S WELCOME

NCMA is pleased to present the 2022 issue of the
Journal of Contract Management (JCM). Since 1966,
the JCM (originally called the National Contract
Management Journal) has been supporting the NCMA
mission of advancing the contract management profes-
sion through advocacy and the execution of programs
to connect NCMA members and enable their profes-
sional development. Specifically, the JCM does this by
publishing research aimed at expanding the contract
management body of knowledge, serving both the
buying and selling communities of the private and
public sector.

The JCM scope spans a wide range of topics in the
contract management field, as reflected in the Contract
Management Body of Knowledge® (CMBOK®). It
strives to comprehensively cover the contract manage-
ment body of knowledge by publishing conceptual,
empirical, and practice-based application research that
demonstrates substantial conceptual development,
appropriate methodology, proven best practices, and
value-added topics.

We hope the JCM will promote and foster discus-
sion of both theory and practice across the CMBOK
competencies. To this end, the JCM brings together
key theory and practice applications, making the re-
search available not only to the academic community
but also to the private and public sector buying and
selling communities. The JCM seeks research on both
cutting-edge theories and practice applications in areas
impacting the contract management profession. We
invite both academics and practitioners to contribute
to and read the JCM.

The JCM uses a double-blind, peer-review process.
Neither the authors nor the reviewers are made aware
of each other’s identity during the manuscript review
process. This approach removes potential biases in the
review process, thereby retaining quality and objectivity.
The authors submit manuscripts with findings based
on their own perspective, and the blind peer reviewers
provide comments related to the quality, impact, and
technical accuracy of the research.

This year’s issue contains four peer-reviewed articles
covering a range of contract management topics. In
the first article, “Information Technology Acquisitions:
Consumption-Based Contracting,” Robert Mortlock,

4 FALL 2022 |

Kate Bukowski, and William Parkin examine the
current Department of Defense (DoD) contracting
supplies and services models and investigate methods
to modernize to a consumption-based approach. Their
research found that cloud-based solutions were often
mischaracterized as a product or service under the
DoD’s existing taxonomy. The authors recommend
the adoption of a new contract type, proposed as the
Consumption-Based Variable Price (CBVP) type,
offering the ability to acquire items that are neither
strictly products nor services, in the same manner that
such items are procured commercially.

In the second article, “Improving Procurement
Ethics: A Revolving Door Regime Analysis,” Corey
Richards examines the U.S. Ethics Reform Act and
Procurement Integrity Act (PIA), with a specific focus
on the revolving door restrictions the Acts impose. Her
research touches upon the corollary concerns related
to the broader concepts of conflicts of interest and
argues that, despite the strengths of the United States’
ethics regime, one should not overlook four principal
weaknesses. She concludes with recommendations
that contribute new ideas to reform the revolving door
provisions within the PIA and increase transparency.

The third article is authored by Anisa Spotswood
and is entitled “Multilateral Competitive Negotiations
for the Benefit of Technological Innovation.” In this
article, the author discusses how the Federal Acquisi-
tion Regulation (FAR) European Union Directives,
United Nations Commission on International Trade
Law Model Law, and the World Bank’s Procurement
Framework utilize the method of multilateral com-
petitive negotiations to help stimulate technological
innovation and the achievement of best value/value
for money. The author presents the advantages and
perceived disadvantages of using multilateral com-
petitive negotiations and takes the position that the
benefits outweigh the costs.

The final article authored by Brady Weaver, Clay
Koschnick, Jonathan Ritschel, and Edward White
is entitled “Financial Ratio Relationship to Defense
Contract Cost Overruns.” In this article the authors
research if financial ratio analysis is a useful risk metric
in DoD acquisition through statistical analysis. Their
analysis finds that poor financial ratios at the time
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of contract start are related to cost overruns on that
contract. Their research findings indicate that acquisi-
tion professionals may improve risk assessments of a
cost overrun by analyzing company financial ratios at
both the source selection phase and throughout the
cost estimation process.

As you can see from the above description of these
articles, the J/CM covers a wide range of topics in
the CMBOK. This /CM issue would not have been
possible without the support of our editorial board
and the volunteer efforts of its members in conduct-
ing the manuscript reviews. I would like to thank
the editorial board members for taking time out of
their busy schedules to perform the reviews of these
manuscripts. I sincerely appreciate the sharing of
their time and expertise to ensure that the journal of
Contract Management continues as the top contract
management journal for both scholars and practitioners
across the globe.

Dr. Rene G. Rendon, CPCM, CFCM, CPSM,
PMP, Fellow

Editor-in-Chief

Journal of Contract Management
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INFORMATION
TECHNOLOGY
ACQUISITIONS:
CONSUMPTION-BASED
CONTRACTING

BY ROBERT F. MORTLOCK, PHD, COL, USA (RET.);

KATHERINE D. BUKOWSKI, MS;
WILLIAM S. PARKIN, MS

Abstract

PURPOSE: Current procurement efforts suggest the
Department of Defense (DoD) is applying outdated
approaches to acquiring modern information technol-
ogy (IT) capabilities. The development of new and
innovative IT occurs every day in the commercial
sector, while the DoD languishes with procurement
methods that prohibit rapid acquisition. This failure
to meet the pace of evolving IT developments with
appropriate procurement strategies potentially threatens
missions. A gap exists within DoD acquisitions of I'T
because of an inability to fully leverage cloud-based
and consumption-based solutions. This research
examined the current DoD contracting supplies and
services models, seeking methods to modernize to a
consumption-based approach.

DESIGN/METHODOLOGY/APPROACH: Qualitative
analysis of data from current acquisitions allowed
the evaluation of the impact of procuring capabilities
as consumption-based solutions and identified costs
and benefits.

FINDINGS: The study found that cloud-based solutions
were often mischaracterized as a product or service
under the DoD’s existing taxonomy. It is recommended
that the government institute commercial accounting
practices to posture toward payment methods follow-
ing consumption of cloud-based solution offerings to
avoid Antideficiency Act violations. The government
purchase card is suggested as a viable means of fund-
ing consumption-based acquisitions.

ORIGINALITY/VALUE: The authors recommend the
adoption of a new contract type known as Con-
sumption-Based Variable Price (CBVP). It will offer
the ability to acquire items that are neither strictly
products nor services, in the same manner that such
items are procured commercially. The implementation
of consumption-based acquisition procedures would
allow the DoD to invoke commercial practices. These
include paying based upon actual usage and allowing
for more rapid acquisition of upgraded technologies.

Keywords
information technology acquisitions, consumption-
based contracting, cloud computing procurement

Contract Management Body of
Knowledge® (CMBOK®)
Competencies

3.0 Guiding Principles
4.0 Pre-Award

5.0 Award

6.0 Post-Award
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Information Technology
Acquisitions: Consumption-Based
Contracting

In the 21st century, warfare conducted by the U.S.
Armed Forces has shifted from fighting under an ir-
regular doctrine in Iraq and Afghanistan to that of
multi-domain operations (MDO; Nettis 2020). In
2019, former Air Force Chief of Staff General David
L. Goldfein addressed the need for these systems to be
connected to bring about effective results (Pop 2019).
In terms of existing technologies that enable the seam-
less connection of systems, cloud-based computing
solutions offer on-demand access to shared resources.
This is accomplished through rapidly configured ap-
plication or infrastructure models to satisfy continually
evolving requirements (Dudash 2016).

One of the major advantages of cloud-based solutions
is in the ease of scalability and flexibility with respect
to delivery size, as opposed to legacy IT systems cur-
rently used by the U.S. Armed Forces (Bhardwaj et
al., 2010). IT is rapidly evolving and requires a fluid

acquisition approach to harness its full capabilities and
modernize the force in accordance with the National
Defense Strategy.

Current procurement efforts suggest the DoD is
applying outdated approaches to acquiring modern
IT capabilities when compared to its private industry
counterparts. This inhibits scalability and drives cost
increases. In terms of DoD acquisition, cloud-based
solutions do not fall cleanly into the existing product
or service acquisition taxonomies because they inher-
ently possess attributes of both categories.

A gap exists within DoD acquisitions of IT by the
inability to fully leverage cloud-based and consumption-
based solutions. It is imperative that the DoD revise
its contract types to permit a new type. It should be
one fashioned for commercial goods to be procured
on a consumption basis, allowing for fair and ac-
curate pricing based upon actual usage. Application
of this concept to cloud computing permits a scaled
approach, which can be applied to the DoD’s annual
billion dollar IT procurement.

This research examines the current DoD contract-
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ing supplies and services models, secking methods
to modernize and incorporate a consumption-based
approach. Data from current acquisitions allows the
evaluation of the impact of procuring capabilities
as consumption-based solutions and identifies costs
and benefits of this approach. The research objectives
include the following:

* Examine the structure of recent large contracts
for cloud services (e.g., Defense Enterprise
Solutions, Joint Enterprise Defense Infrastruc-
ture) and compare them to commercial best
practice methods.

* Determine types of defense acquisitions that are
currently miscategorized as either supply or
service and discover the cost of this mismatch.

* Identify laws or regulations that would need to
change to allow for the acquisition of consump-
tion-based solutions.

* Recognize oversight and accountability
processes that could be affected by consump-
tion-based acquisition.

* Investigate the potential benefits of instituting a
consumption-based approach to acquisition to
enhance the DoD’s ability to procure modern
capabilities.

BACKGROUNDY/LITERATURE REVIEW
New and innovative IT is developed every day in the
commercial sector, while the DoD languishes with
procurement methods that prohibit rapid acquisition.
This failure to meet the pace of evolving I'T develop-
ments with appropriate procurement strategies places
the DoD behind its enemies and potentially threatens
missions.

One aspect of IT that suffers from obsolete procure-
ment methods is cloud computing. Acquisition methods
must be expanded to allow for flexible, consumption-
based methods to acquire these capabilities.

The National Institute of Standards and Technol-
ogy defines cloud computing as “a model for enabling
ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing resources
(e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released
with minimal management effort or service provider
interaction,” (U.S. Congressional Research Service
[CRS] 2020 under “Summary”).

When procuring cloud computing, acquisition
professionals must choose between categories of sup-
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plies or services established by current Federal Acquisi-
tion Regulations (FAR) and Defense FAR Supplement
(DFARS). The fiscal year (FY) 2020 National Defense
Authorization Act proposed to explore the practicality
of including consumption-based solutions in defense
acquisition policy. Additionally, the Advisory Panel on
Streamlining and Codifying Acquisition Regulations
identified the need to “revise acquisition regulations
to enable more flexible and effective procurement of
consumption-based solutions,” (Section 809 Panel
2019).

The FAR defines a service contract as “a contract that
directly engages the time and effort of a contractor
whose primary purpose is to perform an identifiable
task rather than to furnish an end item of supply,”
(FAR 37.101, 2021). This definition infers that a service
is performance-oriented and involves an intangible
result. The DFARS defines cloud computing services as:

“a model for enabling ubiquitous, convenient,
on-demand network access to a shared pool of
configurable computing resources (e.g., networks,
servers, storage, applications, and services) that
can be rapidly provisioned and released with
minimal management effort or service provider
interaction. This includes other commercial terms,
such as on-demand self-service, broad network
access, resource pooling, rapid elasticity, and
measured service. It also includes commercial
offerings for software-as-a-service, infrastructure-
as-a-service, and platform-as-a-service.” (DFARS

239.7601, 2021)

All three commercial offerings include the word
service in their title, but vary in the amount of service
being rendered, and the level of responsibility that
remains with the end user. They are described by the
U.S. CRS as follows:

e “Software as a Service (SaaS): In the SaaS
model, customers use applications that the
provider supplies and makes available remotely
on demand, rather than using applications
installed on a local workstation or server. SaaS
is the most readily visible and simplest service
model to the end user. Examples include
web-based services such as Google Apps and
online storage such as DropBox.” (U.S. CRS
2020)

e “Platform as a Service (PaaS): With PaaS,
customers create applications on the provider’s

JOURNAL OF CONTRACT MANAGEMENT
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infrastructure using tools, such as program-
ming languages, supplied by the provider.
Facebook is one example of such an application.
Such a platform could include hosting capabil-
ity and development tools to facilitate building,
testing, and launching a web application. The
user controls the applications created via the
platform, and the provider controls and
maintains the underlying infrastructure,
including networks, servers, and platform
upgrades.” (U.S. CRS 2020)

¢ “Infrastructure as a Service (IaaS): IaaS
providers supply fundamental computing
resources that customers can use however they
wish. Customers can install, use, and control
whatever operating systems and applications
they desire, as they might otherwise do on
desktop computers or local servers. The

9 FALL 2022 |

PLATFORM SOFTWARE
AS ASERVICE AS A SERVICE
(PaaS) (SaaS)

DINING TABLE
SODA

Note. Source: Barron (2014).

provider maintains the underlying cloud
infrastructure. Examples of IaaS are Amazon
Web Services and Microsoft Azure.” (U.S. CRS
2020)

To better understand the difference between IaaS,
Saa$, and Paa$, Barron (2014) used the analogy of
pizza to compare these services, as displayed in Figure
1. The traditional on-premises model relies on full de-
velopment by the user, requiring creation and updates
to the software as well as management and housing
of the servers. All work is performed in-house, and
nothing is contracted out.

The FAR definition of a service contract indicates
that the commercial offerings of cloud computing are
not accurately characterized.

If the requirement is for Paa$, the requirement owner
is gaining access only to the hardware framework

JOURNAL OF CONTRACT MANAGEMENT



hosted by the contractor. Services are being rendered
for maintenance and housing of the implements, but
no work product is being provided to the user’s data.
It is little more than an intellectual parking garage.

Taa$S expands closer to the concept of a service and
offers the “fundamental resources” (U.S. CRS 2020)
to the end user, but still depends on the customer to
control the operation of the information.

Only Saa$ truly fits the definition of a service,
as the end user expends no effort in its creation or
management.

Pursuing a services contract for acquiring cloud-
based solutions introduces risk in terms of complexity
throughout the buying process due to the intangible
nature and performance-based focus of a service re-
quirement (Smeltzer & Ogden 2002). However, the
Saa$S model for cloud-based offerings includes in its
definition the issuance of a user license by the providers
for their customers to use a given software application
(Bhardwaj etal., 2010). This may be offered via digital
download, as well as physical media such as a compact
disc, which could form the basis for classifying cloud-
based solutions as a tangible end item.

Conversely, the FAR defines products as synonymous
with supplies, which includes a broad definition “(but
is not limited to) public works, buildings, and facili-
ties; ships, floating equipment, and vessels of every
character, type, and description, together with parts
and accessories; aircraft and aircraft parts, accessories,
and equipment; machine tools; and the alteration or
installation of any of the foregoing,” (FAR 2.101,
2021). The language used to describe these products
possesses inherently tangible characteristics. Yet, cloud
computing deals exclusively with web-based host-
ing where data is both stored and accessed utilizing
the provider’s remote servers at an off-site location
(Bhardwaj et al., 2010).

One method for mitigating risk in federal acquisi-
tions is the selection of the appropriate contract type.
For IT acquisitions, it is helpful to think in general
terms—build, buy, or rent. These three simple cat-
egories are a means of understanding the benefits
attainable through selection of the proper contract
model (Kohl 2012).

Procurement of commercially available IT as a
product represents the buy model. Build and buy
models are well researched (as reported in the Institute
of Electrical and Electronics Engineers (IEEE) 0162,
Recommended Practice for Software Acquisition),
but constrain the end user to a particular model or

version of a software (Kohl 2012).

Updateability is key to long-term acquisition of I'T,
which supports consideration of a rental model. The
government does not need to possess the server farms,
programmers, or software, but needs access to the best
of these commercially available solutions at the speed
of a commercial acquisition.

Commercial software acquisition practices favor the
use of build or buy strategies as documented in IEEE
0162-1998 (1998). According to Kohl (2012), the buy
strategy refers to the acquisition of a commercial-
off-the-shelf (COTYS) item whereby the user gains
permanent possession and control over the item. This
approach fails to offer updateability without further
acquisition (Kohl 2012). However, for SaaS, use of a
rent method is a better representation of the acquisi-
tion, as the software is not directly possessed by the
user (Kohl 2012).

For federal acquisition of cloud computing, the
FAR’s language is inflexible. Legislation such as the
Federal Information Technology Acquisition Reform
Act (FITARA) and the Office of Management and
Budget’s (OMB) Cloud First policy place buyers at
a disadvantage when selecting the most appropriate
contract vehicle. This results in longer procurement lead
times, ultimately devaluing and reducing the efficacy
of the solution’s impact on the end user’s requirement
(Section 809 Panel 2019).

In terms of impacting the warfighter, the DoD’s
inability to modernize the acquisition process for
emerging I'T solutions has left it at a disadvantage in
achieving parity with its public sector counterparts
(Section 809 Panel 2019). As eatly as 2016, organiza-
tions in the public sector embraced the SaaS model
of cloud-based applications over legacy IT systems
(Raghavan & Nargundkar 2020). The DoD responded
with its Joint Enterprise Defense Infrastructure (JEDI)
contract award in 2019 to Microsoft for cloud comput-
ing services (U.S. DoD 2020).

As innovative as JEDI’s strategy was that each of
the DoD components could leverage based on their
individual needs, the process to acquire it was chal-
lenging. Instead of using a novel contract type such
as a time-and-materials contract, which was suggested
by the 809 Panel (Section 809 Panel, 2019), JEDI’s
request for proposal (RFP) reflected the standard ser-
vices acquisition strategy of utilizing a firm-fixed price
(FFP), indefinite-delivery, indefinite-quantity (IDIQ)
contract (Washington Headquarters Services 2018).

JEDT’s decision to follow a services acquisition
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“DEOS (Defense Enterprise Office Solution) is an enterprise
commercial cloud environment supporting the DoD strategy
to acquire and implement enterprise applications and
services for joint use across the Department, standardize
cloud adoption, and enable cross-department collaboration.
DEOS will provide commercial cloud services that unify many
existing capabilities and is intended to aid the Department in
replacing disparate legacy enterprise information technology
services for office productivity, messaging, content
management, and collaboration. DEOS will be deployed on
NIPRNet, SIPRNet, and in denied, disconnected, intermittent,
and limited bandwidth environments worldwide.” (U.S.

¢ “Tiered user consumption (i.e.,
browser vs client based) and
flexible pricing structures”
(U.S. Department of Defense,
2021)

* Blanket Purchase Agreement
(BPA) with a FFP contract type

* $4.4B ceiling

* 10-year period (General

Department of Defense, 2021)

“The DoD’s General Purpose Enterprise Cloud, also known

Services Administration, 2020)

* “Consumption-based services;

as the Joint Enterprise Defense Infrastructure (JEDI) Cloud,
is the initiative that will deploy foundational cloud technology,
while leveraging commercial parity, to the entire Department,
with a focus on where our military operates--from the home
front to the tactical edge. JEDI Cloud will provide fast,
responsive, flexible, and adaptive cloud services to users at
all classification levels. This initiative will create a foundation
for efficient data sharing via its evolutionary cross domain
solution, advanced data analytics capabilities, and a cutting-
edge cybersecurity posture for the Department of Defense.”
(U.S. Department of Defense, 2021)

“DISA’s milCloud 2.0 portfolio includes an integrated

suite of cloud-based infrastructure services. Connecting
commercial cloud service offerings to DoD networks in a
private deployment model, the solution provides mission
partners the latest cloud technologies at competitive prices,
with uncompromising performance. Approved to support
Impact Level 5 data (IL6 authorization is in progress),
milCloud 2.0 includes a central cloud portal which provides
real-time visibility, payment, and workload provisioning.” (U.S.

estimate, plan, and track actual
spending” (U.S. Department of

Defense, 2021)

* Indefinite-delivery, indefinite-
quantity (IDIQ) with FFP
contract type (U.S. Department
of Defense, 2020)

* $10B ceiling

e Pay-As-You-Go cost model

* Indefinite-delivery, indefinite-
quantity (IDIQ) with a FFP
contract type

* $500M ceiling

e 8-year contract

Department of Defense, 2021)

strategy approach positioned the government at a
disadvantage. Commercial cloud providers bill on a
consumption-based model while FFP contracts require
a set price. Therefore, FFP contracts cannot capitalize
on potential cost savings based on usage and fluctuating
market conditions. In addition, FFP contracts require
obligated funds to prevent Antideficiency Act (ADA)
violations, Obligated funds are not appropriate for a
consumption-based billing model and may result in
paying for services not received or overpaying (Section
809 Panel 2019).

The JEDI contract used an IDIQ contract type with
FFP task orders (TO). Use of fixed-price contracts for
commercial items is mandated by FAR 16.201(a) and
FAR 12.207(a), except when provisions of 12.207(b)
apply. Selection of an FFP performance-based contract

11 FALL 2022 |

e Awarded June 2017

or TO is further supported by FAR 37.102(2)(2) (i) when
acquiring services. In addition, the DoD Guidebook
Jor the Acquisition of Services notes that the contracting
officer’s rationale must be documented if any contract
type other than FFP is selected (DoD 2012).

The government prefers to use FFP contracts for
service requirements because cost risk is mitigated
through locked-in pricing. However, IT, especially
cloud computing, does not fit into the classification of
just a service or just a product. In the JEDI contract,
the FFP contract type offered no incentive to the
contractor to pass on cost savings to the government
(Schneider 2018). Locked-in prices can be detrimental
in IT procurements as they can prohibit the govern-
ment from realizing cost savings as the price of the
acquired IT ages and invariably declines.

JOURNAL OF CONTRACT MANAGEMENT



The DoD’s Enterprise Cloud webpage, cloud.mil,
states that the Enterprise Cloud is a “multi-cloud and
multi-vendor ecosystem composed of a general-purpose
and multiple fit-for-purpose clouds that are available
globally and at the tactical edge,” (DoD 2021). The
DoD Enterprise Clouds include Defense Enterprise
Office Solution (DEOS), JEDI Cloud, and milCloud
2.0, which are summarized in Table 1. The most recent
acquisitions for cloud services were JEDI and DEOS,
which were FFP contracts under a single provider.

This strategy reflects the DoD’s historically es-
tablished position in the post-World War II era as a
limited consumer of technology with a major focus on
industrialized operations. It did not position itself as a
driver of technological requirements as the battlefield
transitioned into the modern age of multi-domain
operations centered around real-time information
processing (Schneider 2018).

The DOD’s structuring of the JEDI and DEOS
acquisitions do not align with commercial best practices
in the private sector. With commercial cloud-based
service providers currently offering SaaS, PaaS, and IaaS
hosting services based on infrastructure and scalability
needs (Bhardwaj 2010), private organizations have
utilized a multiple-cloud provider model for various
applications used under an enterprise-wide solution,
thereby leveraging the latest offerings in a mature
and swiftly evolving cloud computing marketplace
(Schneider 2018).

The private sector has also moved to a subscription-
based service model over the traditional software own-
ership model. It outsources I'T-centric cloud expertise
and allows for greater focus on business operations
(Raghavan & Nargundkar 2020).

This move caused a shift in organizational buy-
ing behavior as it relates to the cloud-based service
acquisition process. Instead of a top-down approach
to selecting applications initiated by an organiza-
tion’s chief information officer, SaaS assessment and
selection is driven by the end user. This shifts the
power dynamic due to users possessing more expertise
and involvement with a particular SaaS application
(Raghavan & Nargundkar 2020). Both solicitations
for JEDI and DEOS enterprise solutions illustrate
that the DoD is using a top-down acquisition strategy
that limits its organizations from capturing the latest
cloud-based innovations that a multi-provider agree-
ment could provide.

In the case of both JEDI and DEOS, controversies
surrounding the contract award delayed the procure-

ments. As a result, various DoD entities are either
acquiring individualized commercial solutions or
utilizing DoD-approved cloud contracts (i.e., milCloud
2.0 and Cloud One) in the interim. This is creating
a disjointed network of capabilities to meet evolving
requirements. The strategy to adopt decentralized cloud
solutions creates limitations in both the compatibility
of legacy systems and infrastructure security for clas-
sified information (Doubleday 2020).

Significant regulation reform is necessary to per-
mit a flexible contract type that would allow for
consumption-based acquisitions. FFP contracts, such
as those for JEDI and DEOS, limit the government’s
savings. These contracts also require that the contrac-
tor shoulder most of the cost risk resulting in high
proposal and award prices.

A fixed price with economic price adjustment (FP-
EPA) contract type is recommended by the General
Services Administration’s Best Business Practices for
USG Cloud Adoption (2016). However, it is a poor
option for the consumption-based modeling needed
for cloud computing, as it only offers a means to adjust
established prices (Section 809 Panel 2019).

The Section 809 Panel suggested the creation of a
new contract type, like a time-and-material (T&M)
contract, as the structure would offer a decrease in
material costs when the technology prices inevitably
decrease over time (Duncan 2019). This proposed
contract would be called a “Fixed-Price Resource
Units” (Garland 2019). The new contract type would
set a base price for the consumable unit of service
(e.g., one hour), impose a contract ceiling price, and
permit the necessary scalability for consumption to be
billed in arrears (Garland 2019). Certain laws such as
the Clinger—Cohen Act (CCA) were applicable when
written (Rose & Wagner 2019), but Recommendation
44 lists redundant CCA compliance guidance that
impedes rapid acquisition (Duncan 2019).

RESEARCH ANALYSIS
Research Methodology
This research included a qualitative examination of
federal statutes, regulations, and contract data sources
for IT acquisitions. Additionally, a qualitative case
study—based approach analyzed the current DoD
procurement of cloud-based solutions.

Analytical techniques included the following: cost
effectiveness analysis, contemporary contract analysis,
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Table 2. PSC Mismatch

PSC Code

PSC Description

7025

CAR Description
of Acquisition

7030

AC61

DB10

Information Technology Input/Output and Storage Devices Cloud Computing
Information Technology Software Cloud Computing
Information Technology Supplies Cloud Computing
R&D-Electronics & Comm EQ-B RES Cloud Computing
IT and Telecom - Compute as a Service: Mainframe/Servers Cloud Computing

ing, and High-Performance Computing

IT and Telecom - Teleprocessing, Timeshare, Cloud Comput-

Cloud Computing Services

D307

IT and Telecom - IT Strategy and Architecture

Cloud Computing Services

Solutions, Predominately Services

IT and Telecom - Integrated Hardware/Software/Services

Cloud Computing Services

IT and Telecom - Other IT and Telecommunications

Federal Supply Schedule Contract
& Cloud Computing

LO70 Tech Rep SVCS/ADP EQ & Supplies

~
(=

Note. Source: Federal Procurement Data System-Next Generation (2021).

and policy analysis. These tools are used to assess the
current state of DoD procurement efforts regarding
modern capabilities and the impact of pivoting to a
consumption-based solutions approach. The analysis
results in recommended changes needed to enable
more flexible contract types for these acquisitions, the
oversight processes affected by financing payments post
factum, and a summary of the benefits gained from a
consumption-based acquisition model.

Miscategorized Acquisitions

Analysis of Current DoD Cloud
Computing Taxonomy

The DoD’s Taxonomy for the Acquisition of Services
and Supplies & Equipment includes cloud computing
under the Product Service Code (PSC) D305 in its
IT Services Portfolio Category (Office of the Under
Secretary of Defense 2012). Further, the DFARS
includes procedures and clauses specifically for cloud
computing at Subpart 239.75, under the purview of
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Cloud Computing

acquiring IT products or services. A search for North
American Industry Classification System (NAICS)
codes for cloud computing produced only service-related
results such as 518210—Data Processing, Hosting, and
Related Services (NAICS, 2018). This illustrates that
the DoD has firmly rooted cloud computing in the
services acquisition category, which causes complexities
in the procurement process.

The confusion caused by the lack of PSC specifi-
cation for cloud computing is evident in a search of
Federal Procurement Data System—Next Generation
(FPDS-NG). On April 3, 2021, a search of FPDS-NG
for the term cloud computing returned 7,605 results.
Of the first 30 results, sorted by relevance, the PSCs
selected varied wildly and included a mix of products
and services. The results of the first page included the
entries shown in Table 2.

Removing cloud-based solutions from the services
taxonomy would prove beneficial. From a service
standpoint, the elimination of cloud computing from

the I'T Services Portfolio (Office of the Under Secretary
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of Defense 2012) will reduce the administrative burden
associated with keeping PSC D305 current as it relates
to cloud-based service offerings through the market-
place and spend analyses. The resultant cost savings
may then be transferred to support other portfolios.

From a product standpoint, although it is not listed
in any Product Portfolio Group, removing cloud-based
solutions such as Saa$S offerings from consideration
as a potential addition ensures consistency in DoD
decision-making. It structures the portfolio groups
to maximize buying power, while giving cloud-based
solutions the flexibility needed to scale at a more rapid
pace without being constrained by the stipulations of
asupply contract (e.g., FAR Part 8—Required Sources
of Supplies and Services).

The Section 809 Panel recommended that the
principal director of defense pricing and contracting
within the Office of the Secretary of Defense designate
a special task force to update the Taxonomy for the
Acquisition of Services and Supplies & Equipment
policy with the addition of a new portfolio category,
Dynamic Resources (Office of the Under Secretary
of Defense 2012).

Subsequently, the Defense Acquisition Regulation
Council should remove language in DFARS Subpart
239.76 and DFARS PGI 239.76 that designates cloud
computing as a service to enable more flexible terms
and conditions than what are provided under FAR
Part 37 procedures.

Cost Effectiveness Analysis
The Producer Price Index (PPI) was used to measure
price escalation for producer output based on de-
mand for services for the selected industry, Software
Publishers-Primary services. The Software Publishers-
Primary services category was selected after a search
on the U.S. Bureau of Labor and Statistics website
revealed NAICS code 51, a service-providing informa-
tion sector that includes industries such as software
publishing, telecommunications, and data process-
ing. This aligns with the DoD’s Taxonomy for the
Acquisition of Services and Supplies & Equipment,
which uses NAICS code 518210 - Data Processing,
Hosting, and Related Services for its cloud comput-
ing requirements. The OPM Salary Calculator rates
were generated using the locality and step increases
for standardization purposes to illustrate costs.
Current DoD Enterprise Cloud offerings were
examined to determine the effectiveness of the calcu-
lators. Forward funding was examined by analyzing

the amount obligated on each call or task order versus
the amount deobligated by the end of the period of
performance (PoP). For this research, milCloud 2.0
was selected for review, due to its successful perfor-
mance since award in 2017, and its pay-as-you-go
payment model.

The BLS’s Data Viewer tool for PPI industry data
reveals a 2.6 percent increase from January 2017 through
January 2021 for Software Publishers — Primary ser-
vices. This data establishes a consistent pattern of price
escalation within the last five years for services directly
related to cloud-computing vendors. To quantify the
potential risk to mission partners currently employ-
ing service contracts for cloud-based requirements,
milCloud 2.0’s contract (HC102817D0004) was
used to illustrate the impact of a 2.6 percent price
increase. By taking the ceiling price of the subject
contract’s initial ordering period at $500,000,000
and multiplying it by a 2.6 percent escalation rate,
the resultant amount reflects a $13,000,000 projected
increase in producer costs over the next five years. This
data indicates that pricing rates will continue to rise
due to inflation over the life of this contract and will
require significant administrative oversight to avoid
Antideficiency Act violations.

The administrative burden attached to a services
contract varies depending upon its complexity and
PoP. As an example, the milCloud 2.0 contract re-
quired a Contract Specialist, Contracting Officer,
Flight Chief, and Chief of the Contracting Office, at
a minimum, to successfully execute contract actions.
Using the OPM’s General Schedule Salary Calculator,
the salaries for each acquisition-coded position (1102)
were calculated from FY17 and FY21 to ascertain the
amount the government would pay in administrative
fees. As shown in Table 3, the resultant pay rates
added a total of $23,532 or a 1.07 percent increase
in projected costs to administer the milCloud 2.0
contract over the next five years, which contradicts
OMB Circular A-76’s established policy to achieve
cost savings of commercial support services (Inspector
General, DoD 1994).

The initial DoD IG audit report regarding cost-
effectiveness for services, 95-063, found that cost
comparisons had not been performed, despite being
required per DoD Directive 4205.2. As a result, the
IG was unable to confirm that the government’s
service requirements were being fulfilled by the most
cost-effective means (Inspector General, DoD 1994).
More concerning is the recent GAO report regarding
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GS-1 $60,210.00
GS-12 $72,168.00
GS-13 $85,816.00
GS-14 $101,409.00
Total $319,603.00

$64,649.00 1.07%
$77,488.00 1.07%
$92,143.00 1.07%
$108,855.00 1.07%
$343,135.00 1.07%

Note. Source: Adapted from U.S. Office of Personnel Management (2021).; Note. OPM’s General Schedule Salary Calculator rates were calculated
using the minimum locality and step increases for standardization purposes and to illustrate minimum feasible costs only.

service acquisitions, 21-267R, which found that the
DoD is still struggling with tracking and forecasting
future budget amounts for its service requirements
(GAO 2021).

DoD IG’s report on the JEDI Cloud Procurement
detailed a memorandum from the contractor officer
(CO) that stated “in a multiple award scenario, com-
petition and source selection for each task order would
require significant work from multiple acquisition and
programming personnel. For instance, a single task
order could take up to a year to complete, creating
delays to access cloud services for warfighters,” (In-
spector General, Department of Defense 2020 p. 44).

The estimated cost of administering and executing
a TO was calculated to be $127,851.84 for a multiple
award versus $2,595.71 for a single award IDIQ format.
The CO concluded that over the 10-year contract, with
an estimated 4,032 task orders annually, the DoD
could save at least $500 million in contract administra-
tive costs utilizing a single-award contract (Inspector
General, Department of Defense 2020 p. 44). Even
though the JEDI procurement team minimized the
risk associated with excessive costs, the single award
IDIQ will end up costing the DoD approximately
$10,465,902.72 in administrative costs per year, and
$104,659,027.20 in total administrative costs over the
life of the contract, utilizing this same data.

The DoD recently announced its re-award of the
DEOS Blanket Purchase Agreements (BPA), with a
lower ceiling of $4.4 billion dollars and inclusion on
the GSA IT Schedule 70 contract vehicle, (GSA 2020)
under the GSA eLibrary SIN 518210C, Cloud and
Cloud-Related IT Professional Services (GSA 2021).
The award of the agreement was made to CSRALLC, as
well as its “contractor teaming partners Dell Marketing
L.P. and Minburn Technology Group,” (GSA 2020).
A search of Electronic Data Access (EDA) revealed
that CSRA LLC (BPA number GS35F393CA) has
eight calls to date. Dell Marketing L.P. (BPA number
GS35F059DA) has 410 calls, of which only eight
had an obligation value greater than the simplified
acquisition threshold. Minburn Technology Group
(BPA number GS35F309AA) has 31 calls. The orders
occasionally used incremental funding though none
included a modification for deobligation.

A search of Electronic Document Access (EDA)
revealed that since June 2017, when milCloud 2.0 was
awarded, 22 modifications have been made to the IDIQ,
contract number HC102817D0004. Eight TOs were
cut from the IDIQ with a total of 32 modifications. The
primary purpose of the modifications was to obligate
and deobligate funds. Of the 32 modifications made,
16 were actions for the obligation of additional funds
or deobligation of unused funds.
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Table 4 depicts the TOs, the amount obligated,
the amount deobligated by modification, the total
amount of funds remaining after deobligation, and
the percentage the TOs total funding decreased
through deobligation. It is important to note that
in Table 4, deobligation for all TOs occurred out-
side of the fiscal year in which the obligation took
place. Depending on the appropriation category and
year, funds are potentially susceptible to expiration.
Furcher analysis is necessary to identify and ac-
curately quantify potential monetary losses caused
by appropriation classifications and the obligations/
deobligations occurring across fiscal years.

To visually present the amount of funds removed
from each TO, Figure 2 depicts a bar graph of each
TO, sequentially, comparing the amount of funds
remaining after deobligation. The funds used are
depicted in blue, and the amounts deobligated are
represented by gray. The total height of the bar in-
dicates the total amount of funds obligated to the
TO during its entire PoP.

It is evident that the procuring office improved
their calculation of the amount of service necessary,
decreasing the percentage deobligated from each TO
over time. However, this highlights the inaccuracy
of the usage calculators and represents a significant
amount of funds that are obligated and ultimately
unused for the purpose for which they were certi-
fied. Each TO was over-funded by at least a third.

When viewed cumulatively, as represented in Figure
3, it becomes apparent that the current structure of
forward funding contracts is not efficient. The gov-
ernment is essentially parking funds on a contract
or order until those funds are deobligated and made
available for other use. Figure 3 highlights the fact
that for all milCloud TOs, more than 54.16 percent
of the funds obligated ultimately were removed
from the TOs. If forward financing is mandated for
federal contracts, any procurement with a variable
need will continue to require deobligation of unused
funds. Consequently, the administrative burden will
increase and the government’s access to the funds
will be restricted.

This analysis suggests that cloud-based solutions
are not cost effective as a service-based acquisi-
tion and need to be classified as a new acquisition
category with greater flexibility. At the very least,
those cloud-based agreements should be structured
as a BPA to minimize the administrative burdens
outlined above.
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Recommended Changes to Implement
Contract Type—Time-and-Materials

The Section 809 Panel recommended that a new
contract type be established for I'T acquisitions using
time-and-materials contracts as its basis. The panel
further concluded that the “optimal contract type for
consumption-based solutions will function more like
a time-and-material than a firm-fixed-price contract
and will automatically capture price reductions in
contractors’ commercial pricing,” (Section 809 Panel
2019). JEDI addressed this issue by including a “clause
in the JEDI RFP and GSA’s order-level materials rule
that permits up to 33.33 percent of the value of an
order to be used for supplies or services not known at
the time of award,” (Section 809 Panel, 2019, p. 12).

Another option would be the inclusion of price lists
or schedules, such as those used for IDIQ contracts
and BPAs, which offer significant flexibility. Inclusion
of newly developed technology, whether materials
or services, could be accomplished rapidly through
modification of an existing contract. It also ensures
that the government obtains commercially available
price rates or discounts through leveraging purchasing
power, like federal supply schedules.

Time-and-materials and labor-hour contracts are not
classified as FP contracts per FAR 16.201(b) and FAR
16.600. Application of a time-and-materials contract
suits the requirement for cloud computing. The FAR
states that “a time-and-materials contract may be used
only when it is not possible at the time of placing the
contract to estimate accurately the extent or duration
of the work or to anticipate costs with any reasonable
degree of confidence,” (FAR 16.601(c), 2021). Due to
the evolving, variable nature of direct costs associated
with the materials necessary for cloud computing and
the inability to estimate the number of labor hours
necessary to meet the government’s needs for rapid
scalability, a time-and-materials contract appears to
be a viable solution.

Unfortunately, the existing regulations around
time-and-materials contracts are written with a strict
definition of services—labor being performed. For
example, FAR 16.601(c)(1) requires government
surveillance of contractor performance, as there is no
incentive provided to the contractor to control costs or
labor performed. Surveillance would be unnecessary for
cloud computing if proper performance-based metrics
were established and incentives provided.

Use of time-and-materials contracts in acquisition
of commercial items further constrains these contracts
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Table 4. milCloud 2.0 Task Order Obligations and Deobligations

Task Order Obligation / Deobligation Amount m

HC102817F0647 Order +$600,000.00 09 JUN17
P00002 -$200,000.00 21FEB19
Total: $400,000.00; Decrease by Deobligation: 33.33%
HC102818F0589 Order +$2,102,700.00 10 APR18
P00002 -$2,052,320.52 04 FEB19
Total: $50,379.48; Decrease by Deobligation: 97.60%
HC102818F0857 Order +$600,000.00 07JUN18
P00003 -$600,000.00 04 FEB 19
Total: $0.00; Decrease by Deobligation: 100%
HC108419F0001 Order +$600,000.00 18 OCT 18
P0O0001 -$600,000.00 17 SEP 20
Total: $0.00; Decrease by Deobligation: 100%
HC108419F0004 Order +$4,770,500.00 18 OCT 18
P00002 -$400,000.00 03 SEP19
P0O0003 -$2,889,642.99 16 OCT 19
P0O0005 -$28,824.47 21 DEC 20
Total: $1,452,032.54; Decrease by Deobligation: 69.56%
HC108419F0136 Order +$4,495,069.37 28 MAR 19
P0O0001 +$2,200,000.00 29 MAR 19
P00002 +$5,000,000.00 31JUL19
P0O0005 -$4,004,500.00 13 FEB 20
P0O0007 -$593,768.39 22 DEC 20
Total: $7,096,800.98; Decrease by Deobligation: 39.32%
HC108420F0003 Order +$11,599,345.00 04 OCT 19
P00002 +$4,150,000.00 14 JAN 20
P0O0003 +$12,764,000.00 23 MAR 20
P0O0005 -$8,822,335.95 22 DEC 20
Total: $19,691,009.05; Decrease
by Deobligation: 30.94%
HC108420F0294 Order +$19,405,000.00 010CT 20
P0O0001 +$495,000.00 010CT 20
P0O0003 +$10,597,973.16 30DEC 20
Total, Year-to-Date: $30,497,973.16

to services, requiring either competitive procedures
or offers from two or more responsible offerors when
using other than full and open competition, according
to FAR 12.207(b)(1)(i). The CO must execute a deter-
mination and findings stating that no other contract
type is suitable, per FAR 12.207(b)(1)(ii)(A). For these
reasons, the existing time-and-materials contracts are
insuficient for consumption-based acquisitions.
Due to the current structure and limitations of
time-and-materials contracts, a new type of contract is
necessary to procure consumption-based solutions. To
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highlight the capabilities and potential applications of
this contract, the proposed name is the consumption-
based variable price (CBVP) contract type.

This consumption-centric contract type, like the
time-and-materials contract, would be added as a
section under FAR 16.6 Time-and-Materials, Labor-
Hour, and Letter Contracts, in the same manner that
indefinite-quantity contracts fall at FAR 16.504, under
FAR 16.5, indefinite-delivery contracts. Supplementa-
tion of the language in FAR 16.6, especially expan-
sion of the definitions of hourly rate and materials,

JOURNAL OF CONTRACT MANAGEMENT



would permit consumption-based procurements of
commercial items and not limit the applicability of
time-and-materials contracts to cloud computing.

Implementation would require the FAR Council to
modify the content under FAR Part 16 to include the
new contract type CBVP. It incorporates characteris-
tics of both time-and-materials as well as labor-hour
contract terms and conditions that are more favorable
to the government than FFP arrangements.

Contract Type—Modular Contracting

The FAR states that “when acquiring information
technology and related services, consider the use of
modular contracting to reduce program risk,” (FAR
16.505(2)(5), 2021).

‘The FAR defines modular contracting as the “use of
one or more contracts to acquire information technol-
ogy systems in successive, interoperable increments,”
(FAR 39.002, 2021). Modular contracting offers a
means to reduce the risk inherent in rapidly evolving
IT procurements while incentivizing contractor per-
formance, per FAR 39.103(a). More importantly, this
guidance establishes the basis for agencies to procure I'T
services in the increment necessary to their requirement.
FAR 39.103(b) stipulates that modular contracting be
used to divide an I'T system into smaller increments.
Furthermore, the FAR emphasizes a need to procure
IT rapidly and states that “to avoid obsolescence, a
modular contract for information technology should,
to the maximum extent practicable, be awarded within
180 days after the date on which the solicitation is
issued,” (FAR 39.103(e), 2021).

The FAR is silent regarding the policies used for
modular contracting (FAR 39.104, 2021). This sec-
tion of the FAR could include the new contract type
policy and provide further guidance for modular
contracting methods to be used in the acquisition of
IT services. Inclusion of reccommendations for selection
of the proper contract type could significantly reduce
Procurement Administrative Lead Time (PALT). It
would also reduce the unnecessary administrative
burden caused by unwieldy contract types that are
ill-suited to the evolving space of IT acquisitions and
cloud computing,

Contract Type—Utilities

Utility acquisitions are not exempt from the ADA.
They require an entire payment to be charged to the
funding appropriations that fall at the end of a given
service’s billing cycle, despite fluctuating quantity
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usage. If a requirement covers several fiscal years, the
charge will be prorated to prevent metered costs from
exceeding a one-year period (GAO 2006).

Despite this appropriations-related limitation, util-
ity contracts include the contract clause 52.241-8,
Change in Rates or Terms and Conditions of Service
for Unregulated Services. The clause allows either
party to request a change in the rates of an unregulated
service at any time after an established period (FAR
52.241, 2021). This protects the government from
volatile market conditions, but also allows it to take
advantage of cost savings during periods of relative
stability. Unfortunately, this clause does not extend
to the rest of the service-based contracts.

Affected Oversight/Accountability
Processes

Contract Financing

Cloud computing does not function like a standard
service contract. Demand for cloud computing is
variable, depending on the consumption of the user
throughout the month or year.

To execute a contract, certified funds must be at-
tached at the award of the contract or TO. For tradi-
tional service contracts with a consistent, quantifiable
need, this makes sense. The contractor knows the
number of personnel needed to perform the service,
the number of hours the employee will perform that
service monthly, and the rate of pay required by their
applicable area wage determination. Contractors then
can propose a monthly rate, leading to a highly attrac-
tive FFP contract for the government. The consistency
also protects the expending unit from loss of access to
funds due to deobligation, if performed outside of the
fiscal year for which it was appropriated.

Other service contracts, especially those with a high
amount of variability, use FFP contracts with not-
to-exceed CLINS. On these contracts, the funds are
allocated, and the contractor bills upon actual usage.
‘This method works for service contracts with a variable
demand but can cause problems in administration.
Usage must be closely monitored to ensure services
are not rendered more than the funds available. Sud-
den or high demand will result in the need to quickly
secure additional funds and execute a modification.

This becomes troublesome when considering the
application to IT acquisition, especially for cloud
computing solutions, where these services are rendered
via automation. The FAR recognized the potential is-
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Note. Source: Adapted from General Dynamics Information Technology (2021).

sue caused by the automated service being performed,
stating:

“Many supplies or services are acquired subject to
supplier license agreements. These are particularly
common in information technology acquisitions,
but they may apply to any supply or service.
For example, computer software and services
delivered through the internet (web services) are
often subject to license agreements, referred to as
End User License Agreements (EULA), Terms of
Service (TOS), or other similar legal instruments
or agreements. Many of these agreements contain
indemnification clauses that are inconsistent with
federal law and unenforceable, but which could
create a violation of the Antideficiency Act (31
U.S.C. 1341) if agreed to by the Government,”
(FAR 32.705, 2021).

Several cloud service providers claim to offer con-
sumption-based or pay-as-you-go cost models, including
JEDI, milCloud 2.0, and the Air Force’s Cloud One
(U.S. DoD 2021). The benefit touted for such models
is the potential cost optimization, ensuring that us-
ers pay only for what they consume. In concept, this
seems to offer users the ability to pay for actual use.
However, the models are called consumption-based,
but don’t operate that way.

When the government procures cloud computing
services, the contract is funded in full, upfront, upon
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award (Garland 2019). By comparison, a commercial
customer would not accept the same when purchasing
cellular phone plans without unlimited minutes. The
user cannot accurately forecast the number of calls,
text messages, or megabytes of internet data they will
use throughout the month, much less a year.

It is far more reasonable for the provider to invoice
at the end of a billing cycle for data they consumed at
a rate they agreed to pay. Commercial utility billing
is modeled the same way. The bills fluctuate with the
user’s demand but are based on actual usage rather
than a forecasted model. Payment in arrears is not a
radical concept.

The problem with forward payment of cloud services
is that the government is essentially locking itself into
a certain type of hardware and a limited amount of
data, for which it can potentially be overpaying. Gar-
land noted that forward payments “[have] little ability
to take advantage of service changes or innovations
that occur mid-contract, despite dynamic innovation
being one of the most important value propositions
of cloud,” (Garland 2019 p. 2).

The webpage for milCloud 2.0 touts that DoD
agencies can “purchase cloud services in as few as 48
hours,” (General Dynamics Information Technology
2021). However, when examined, the actual means of
placing an order with an Enterprise Cloud is complex
and does not represent a true consumption or pay-as-
you-go model. To place an order through milCloud
2.0, authorized administrators browse for the services
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and submit a request (General Dynamics Information
Technology 2021). A calculator is used to estimate their
projected total need for the PoP, broken down by the
processing speed and memory necessary to meet their
need (U.S. DoD 2021). The projected cost works as
a government estimate for which the user must then
secure funding. This creates a stair-stepped funding
approach, shown in Figure 4, and requires constant
monitoring to ensure that an overrun does not occur,
thereby creating an ADA violation.

Although all funds may be expended over time, the
government experiences unmeasured monetary losses
by using this model. The most obvious loss in efficiency
is additional contract administration and the writing
of TOs. These contracts cannot take advantage of the
scalability that the pay-as-you-go model purports to
offer or realize the reductions in technology prices as
upgrades constantly emerge.

Government Purchase Card

One of the best tools the government uses for rapid
procurement is the government-wide commercial
purchase card (GPC). In fact, for micropurchases,
the GPC is the preferred method of payment, per
FAR 13.201(b).

The GPC Expanded Use Guidebook, dated March
2019, has greatly expanded the threshold for acquisitions
with a GPC. It is recommended that language be added
to the guidebook and FAR 13.201 to permit GPC as
a means of payment on IT and consumption-based
pre-priced contracts. Additionally, a specified higher
threshold is imperative for recognizing the powerful
flexibility offered as a rapid means of funding orders
under these pre-priced contracts.

This is further supported by the FAR, which relates
that “the government-wide commercial purchase card
may be used to place a task or delivery order if autho-
rized in the basic contract, basic ordering agreement,
or blanket purchase agreement,” (FAR 13.301(c)(2),
2021). It presents a compelling argument for the GPC
as a means of funding and executing orders due to its
rapid and flexible procurement method.

Additionally, reclassification of consumption-based
IT procurements into a new category would remove
the threshold constraints imposed by the Service Con-
tract Labor Standards found at FAR Subpart 22.10.
Use of GPC as a funding means for consumption-
based payment offers an innovative application that
could be leveraged to meet federal requirements in
a cloud environment, as well as numerous other

consumption-based applications, under the GPC
expanded use program.

Antideficiency Act

A significant impediment to the federal government
realizing the benefit of consumption-based payments
is the ADA. Funds must be available to ensure that the
government is not committed to an unlimited liability
and that it is not receiving a service for which it has
not yet paid. Feldman noted that violations can occur
in a wide variety of factual circumstances, such as:

1. Recording an obligation in excess of available ap-
propriations;

2. Making payments against an exhausted or insuf-
ficient appropriation;

3. Making a firm commitment for a multiyear contract
absent compliance with the multiyear contracting
procedures;

4. Committing the government to a contingent or
unlimited liability. (Feldman 2020 p. 19)

For the DoD to truly gain the benefit of con-
sumption-based payments, reform is necessary to
the ADA. Under current contract financing law,
all contracts must have certified funds available,
requiring that “before executing any contract, the
contracting officer shall (a) Obtain written assur-
ance from responsible fiscal authority that adequate
funds are available or (b) Expressly condition the
contract upon availability of funds in accordance
with 32.703-2,” (FAR 32.702, 2021). This method
is utilized to ensure that the government does not
obligate itself for an acquisition when funding is
not available. However, the constraints imposed
have created administrative burden and caused the
government to operate in a manner different from
public entities.

In the digital age, the government should consider
new means of ensuring that funds are available. The
809 Panel recommended implementation of the
congressional carry-over measure for certain Defense
Health Agency IDIQ services (Duncan 2019). If
implemented “for IT contracts, the risk to agencies
of overestimating IT services would go down, mak-
ing budgeting easier for these unique and important
service” (Duncan 2019 p. 2).

In examining the ADA, the policy’s intent is to safe-
guard the government from overspending by verifying
that funds are available. It is recommended that the
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DEOBLIGATED FUNDS

$17,090,877.05

FUNDS REMAINING

TOTAL FUNDS OBLIGATED: $37,282,269.37

Note. Source: Adapted from General Dynamics Information Technology (2021).

DoD implement commercial accounting practices,
which would ensure a faster and more accurate process
of authenticating funding availability. Application
of these commercial practices is necessary to permit
payments on a consumption basis.

Benefits of Consumption-Based
Acquisition

Reduced Procurement Acquisition

Lead Time

Eliminating cloud computing from the IT services
portfolio would lower the number of factors con-
tributing to services-related procurement acquisition
lead time (PALT) and aid in achieving a 50 percent
reduction in PALT from an average of 2.7 years to 1.3
years (U.S. DoD 2019). It will also enable an innova-
tive approach to be taken with cloud-based solutions
regarding selection of contract type, rather than the
order of precedence outlined in FAR 37.102(a)(2),
Service Contracting Policy.

This proposed strategy aligns with the Office of
Federal Procurement Policy Administrator’s directive
on reducing PALT using innovation practices (U.S.
Office of Management and Budget 2021). Though
it is not presently included in the memorandum’s
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Frictionless Acquisition Strategies to Reduce PALT,
the recategorization of cloud computing solutions
could be added as Category Modernization under
the Acquisition Action section.

Leveraged Purchasing Power

By leveraging its purchasing power and stability as
a customer, the DoD can negotiate with contractors
to gain savings through economies of scale. When
corporations send invoices for services that were con-
sumed during a certain billing period, they must wait
for the invoice to be received and processed, leading
to a delay in payment for services rendered. There is
also a concern about employing debt collectors when
these payments are late or suffering a loss of payment
if that individual or company suffers a bankruptcy or
other significant delay in ability to pay.

The DoD already has a means of receiving invoices
and rapidly issuing payments ensuring that the con-
tractors providing consumption-based services will
not endure a significant delay in payment. It is not
just cloud services that stand to benefit from the DoD
employing consumption-based payments. Utilities,
cellular services, and services with a variable need are
just a few areas that could be positively impacted by
the institution of consumption-based acquisitions.
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. UNDERUTILIZATION

Actual Usage and Upgradability

With three DoD Enterprise Clouds, and 18 service-
specific cloud contracts listed on the DoD Enterprise
Cloud Contract Site, the DoD has a significant amount
of money invested in cloud computing. However, as
demonstrated by the case study of milCloud 2.0 above,
the DoD is not effectively estimating the demand. This
is causing a significant ad ministrative burden, shown
in the cost effectiveness analysis, which equates to a
significant loss.

Implementation of consumption-based payments
would remove the waste associated with the inaccurate
calculators, monitoring the amount used to ensure that
there was no ADA violation and modifying TOs to
add or remove funds before expiration. Consumption-
based payments would finally permit the government
to pay for the actual amount used. More importantly,
it would permit the DoD to rapidly obtain access to
upgraded features without the burdensome need to
reprocure or modify the existing contract.

If the contractor upgrades their servers, but the
current contract includes a certain memory or pro-
cessing speed in the specifications, the government is
constrained by the current conditions of the contract.
By implementing consumption-based acquisition, the
government would be able to accept the improved
service and features offered by the ever-evolving IT.

CONCLUSION

Though the DoD has made progress toward achieving
parity with its public sector equivalents, greater ac-
celeration is required to maintain a competitive edge
over the near-peer adversaries.

Cloud-based solutions should not be classified as
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Note. Source: Adapted from Amazon Web Services (2021).

a product or service under the DoD’s existing PSC
taxonomy but should instead be placed under the
purview of a newly created acquisition category. A
review of DoD’s taxonomy for supplies and services
revealed that cloud computing solutions are currently
categorized as a service. Yet, the PSCs used for recent
contract actions involving cloud-based requirements
in FPDS-NG indicated a combination of both prod-
uct and service codes. This mismatch in PSC usage
impairs the contract reporting accuracy required by
FAR Subpart 4.6 and interferes with the government’s
effort to measure the effectiveness of contract actions.

In examining the structure of recent large contracts
for cloud services (e.g., Defense Enterprise Solutions,
Joint Enterprise Defense) and comparing them to
commercial best practice methods, it was revealed
that multiple contract types were being used, includ-
ing IDIQs, BPAs, BOAs, and their associated TOs.
Existing enterprise cloud solutions also took different
approaches, including awards to single and multiple
contractors. Multiple award contracts were proven to
have a significantly higher price for award and admin-
istration versus single award contracts. Additionally,
examination of available contract types revealed that
no existing structure is the optimal means of procur-
ing cloud computing.

Adoption of a new contract type, proposed as the
Consumption-Based Variable Price (CBVP) type, of-
fers the ability to acquire items that are neither strictly
products nor services on an actual usage, in the same
manner that such items are procured commercially,
by paying after-the-fact.

The ADA was identified as being a significant barrier
to instituting a consumption-based billing model for
cloud-computing solutions. Although the government
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attempted to take innovative steps towards procuring
Iaa$S solutions on an enterprise level with milCloud
2.0, their billing model still requires end users to
forecast usage and commit funding upfront. With a
true consumption billing model, charges are based on
actual usage. It is recommended that the government
institute commercial accounting practices to posture
toward payment methods following consumption of
cloud-based solution offerings.

There are several oversight and accountability pro-
cesses that could be affected by consumption-based I'T
acquisition. Analysis indicated significant necessary
reforms to current contract financing laws.

To implement consumption-based acquisition for the
DoD, the requirement for forward funding a contract
must be revised. The ADA is resulting in unnecessary
losses to the DoD through administrative burden
as well as loss of access to funds over-allocated for a
particular contract.

The DoD should leverage technological advances
to create a new means of ensuring funds are avail-
able without needing to forward-fund contracts. The
GPC was suggested as a viable means of funding
consumption-based acquisitions, in arrears, under the
Expanded Use program. Additionally, the GPC offers
a rapid payment means that would be attractive to
contractors, while reducing the overall administrative
burden caused by funding modifications.

Through investigating the potential benefits of
instituting a consumption-based approach to IT
acquisition to enhance the DoD’s ability to procure
modern capabilities at market prices, it was revealed
that consumption-based acquisition will reduce PALT.
This approach will also allow the DoD to leverage its
purchasing power, and pay based upon actual usage,
while gaining the benefit of rapid upgradeability.

For cloud computing, simple changes to the Tax-
onomy for the Acquisition of Services and Supplies
& Equipment and removal from the IT services
portfolio would allow cloud computing to be recog-
nized as an independent category. Recategorization
would discharge burdensome requirements imposed
in services contracting and allow for a more rapid
acquisition process.

By leveraging purchasing power, the DoD can gain
discounts from economies of scale. Most importantly,
implementation of consumption-based acquisition
procedures would allow the DoD to invoke commercial
practices—paying based upon actual usage and allowing
for more rapid acquisition of upgraded technologies.
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Abstract

PURPOSE: This article studies the U.S. Ethics Reform
Act (ERA) and Procurement Integrity Act (PIA), with
a specific focus on the revolving door restrictions the
Acts impose. In so doing, it touches upon the corollary
concerns related to the broader concepts of conflicts
of interest.

DESIGN/METHODOLOGY/APPROACH: The article
argues that, despite the strengths of the United States’
ethics regime, one should not overlook four principal
weaknesses. First, the revolving door restrictions
within the PIA are too rigid. Second, there is no
database that accurately captures the timeframe that
a company remains off-limits to future employment.
Third, federal agency officials are unable to discern
how restricted they are independently. Finally, agencies
should be required to publish all information related
to ethics waivers and the like proactively without
requiring the public to make potentially laborious
and costly requests.

FINDINGS: The article concludes with the following
recommendations: (1) introduce a waiver process
within the PIA; (2) create a database to track federal
agency officials’ particular matters in which officials
participated personally and substantially; (3) create
a software tool that can help federal agency officials
better assess the presence of, or risks regarding, pre-
or post-employment restrictions independently; and
(4) improve the U.S. level of transparency regarding
ethics reports, waivers, and opinions.

ORIGINALITY/VALUE: This research contributes new
ideas to reform the revolving door provisions within
the PIA and increase transparency.
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Improving Procurement Ethics: A
Revolving Door Regime Analysis

Deputy Assistant Attorneys General (DAAGs) within
the Department of Justice (DOJ) should be intimately
familiar with the laws of the United States. However,
that was not the case for one DOJ DAAG, whose mis-
steps in leaving civil service to work for a private-sector
employer led to a $30,000 settlement in exchange for
the government releasing him from its claims.! Given
that an attorney failed to apply the laws regarding
post-employment restrictions to his own set of facts
accurately demonstrates—at least in part—that U.S.
revolving door restrictions are complicated.

The different statutes and regulations addressing post-
employment restrictions on federal agency personnel
are located in various places within the United States
Code, Code of Federal Regulations, and the Federal
Acquisition Regulations (FAR),* among others. There-
fore, employees must check several sources to discern
whether a particular action or conversation with a future
private-sector employer will or may violate the law, and
if so, whether there are things either party can do in
advance to avoid possible sanctions. Even the highest
levels within the U.S. government acknowledge that
itis possible for its legal experts—who are trusted and
tasked each day with interpreting the relevant statutes,
regulations, and guidance—to get it wrong.?

Specifically, the law provides that an employee’s
reliance on an ethics opinion regarding whether he
can accept employment with, or compensation from,
a particular private-sector employer does not foreclose
prosecution in the event the ethics counselor was in-
correct. However, his opinion provides the employee
pretty good protection.* Applying the relevant legis-
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lative framework to a specific set of facts is no easy
feat, even for the ethics counselors who do it as their
day-to-day job.

Difficulty aside, there is an obvious need to strike
a balance between an employee’s freedom of choice
of where he works within the private sector and the
need to protect the integrity of the public procurement
process.” However, if the post-employment-related
regulations originating from the ERAS and the PIA7
are that difficult to interpret, it indeed begs the ques-
tion of whether reform is necessary.

This article studies the U.S. ERA and PIA8 with a
specific focus on the revolving door restrictions the
acts impose. (When government officials move back
and forth between the government and private sector,
this is sometimes referred to as a “revolving door.”) In
so doing, this article introduces the corollary concerns
related to the broader concepts of conflicts of interest.’

The article begins by closely examining the revolving
door prohibitions and restrictions within the United
States. It explores the ERA and the PIA and their evolu-
tion, including why and when they were enacted. This
article also discusses key definitions that demonstrate
the complexity of this area of law. Although the PIA
covers several general provisions, this article focuses
specifically on those related to the “revolving door.”"
It dives deep into acceptable pre-employment conduct
and post-employment restrictions for federal civil ser-
vants within the U.S. statutory and regulatory regime.
It highlights the complexities involved in determining
a person’s compliance or violation by taking the reader
on the circuitous, winding path necessary to interpret
the primary statutes and regulations. By doing so, it
demonstrates the challenges public employees face in the
pre-separation and post-separation phases of civil service.
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Although no law prohibits federal employees from
leaving the public sector outright, employees who
have reached certain ranks or served in specific roles
have more stringent restrictions regarding for which
companies they may work (and when), what duties
they may perform, or both. While many employees
may have a lifetime representational ban on performing
specific functions for a private-sector employer, other
employees may face only a 12- or 24-month restriction,
or no restriction at all.

The article reviews some of the principal weak-
nesses of the U.S. system and ends with the following
recommendations:

1. Introduce a waiver process within the PIA;

2. Create a database to track federal agency
officials’ particular matters in which officials
participated personally and substantially;

3. Create a software tool that can help federal
agency officials better assess the presence of,
or risks regarding, pre- or post-employment
restrictions independently;

4. Improve the U.S. level of transparency
regarding ethics reports, waivers, and
opinions.

This article concludes that these reforms will help

advance ethics in the United States.

Revolving Door Prohibitions and

Restrictions in the United States

The United States’ statutory framework of revolving
door prohibitions applies to all federal employees as
part of the ERA." However, some federal agency of-
ficials'>—those involved in federal procurements—have
even greater restrictions through the provisions of the
PIA. Congress enacted the PIA as section 27 of the
Office of Federal Procurement Policy Act (OFPPA)"
following the Operation Illwind scandal' in the 1980s.
The PIA aims to prevent improper competitive practices
in procuring property and services.” As it is currently
1¢ the PIA prohibits disclosing or obtaining
procurement information,"” conducting employment

written,

discussions with government officials," and paying or
receiving compensation from a contractor.” The latter
two prohibitions are most closely associated with the
revolving door phenomenon.

The term “revolving door” describes when key person-
nel move between the public and private sectors, using
their knowledge, experience, and prior relationships to
the advantage of the gaining employer.? The revolving
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door phenomenon is problematic because it creates,
or has the potential to create, the appearance of, oran
actual, conflict of interest.” The government strives to
either neutralize, mitigate, or avoid conflicts of interest,
either at the organization or on a personal level, at all
costs. For example, criminal statutes prohibit specific
conduct that could call into question the integrity of
the government or its employees.*

To help curb conflicts of interests among federal
agency officials and increase the public’s confidence
in the federal procurement and regulatory enactment
processes, Congress enacted several statutes.” These
statutes—stemming from the ERA of 1989* and the
PIA®—predefine prohibited pre-employment and
post-employment conduct and establish the ironclad
conditions that, if met, restrict future private-sector
employment opportunities available to certain federal
agency officials.

The ERA of 1989 is codified in part at 18 USC §
207 (which restricts certain former federal agency
officials® from representing contractors before the
government), and 18 USC § 208 (which addresses
participation in official matters in which employees
have financial interests).”” More broadly, these criminal
statutes prohibit certain federal agency officials from
seeking employment with, or accepting employment
offers from, those companies with whom the federal
agency official closely worked while in his or her of-
ficial capacity. The PIA, on the other hand, imposes
additional pre- and post-employment restrictions
beyond those in title 18 of the U.S. Code on former
agency officials involved in federal procurements.

Pre-employment Conduct Restrictions in
the U.S. System
Two primary statutes in the United States restrict a
former agency official’s employment prospects. The
first one is the ERA (18 USC § 207), and the second
is the PIA (41 USC § 2104). Before engaging in em-
ployment discussions with a private-sector employer,
agency officials must be intimately familiar with both
statutory and regulatory provisions to avoid adminis-
trative, civil, and (in some cases) criminal penalties.?®
United States statutes and regulations are seemingly
well defined and cover a wide breadth—from current
employees seeking non-federal employment to non-
federal employers seeking to hire current or former
agency officials. Of note, a critical difference between
U.S. general ethics rules and those codified in the PIA
is that for a violation to occur under the former, an
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agency official must engage in prohibited contact and
negotiation under the general ethics rules, whereas
mere contact regarding future potential employment
triggers a possible violation of the PIA.?

ERA

The requirements under the revolving door provisions
of the PIA® are narrow given their focus on a small
niche of federal employees (i.e., those participating
personally and substantially in a federal procurement),”
and the financial conflicts of interest portion of the
ER A% is broad given its application to every executive
branch employee.?

The primary purpose of section 208—the financial
conflicts of interest portion of the ERA*—is to pro-
mote public confidence in the government’s decision
making by preventing agency officials from self-dealing
(or acting in their own best interests instead of the
best interests of the United States).” It also prohibits
conduct that might appear to be motivated by concern
for one’s own financial interests.*

According to the statute’s provisions, agency officials
are barred from participating in official matters that
would have a personal financial effect, whether positive
or negative or substantial or insubstantial.”” Employ-
ees who participate personally and substantially in a
particular matter that knowingly would have a direct
and causal link between a particular matter and the
relevant financial interest of themselves or certain oth-
ers®® with which they are associated® face criminal or
civil penalties.“’ Similarly, “any person or organization
with whom [the employee] is negotiating or has any
arrangement concerning prospective employment™!
is also subject to criminal or civil penalties.*?

The United States Court of Appeals for the 6™
Circuit discussed how to analyze whether a financial
interest exists, stating:

[a] financial interest exists on the part of a party
to a Section 208 action where there is a real pos-
sibility of gain or loss as a result of developments
in or [the] resolution of a matter. Gain or loss need
not be probable for the prohibition against official
action to apply. All that is required is that there
be a real, as opposed to a speculative, possibility
of benefit or detriment.*

While the act of seeking employment* outside the
federal government in and of itself is not prohibited,
executive branch employees must first determine
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whether they need to recuse themselves from any of-
ficial business before doing so.* The law clearly states
that an executive branch employee must not participate
personally and substantially in any particular matter
that, to the employee’s knowledge, will have a direct
and predictable effect'® “on the financial interests of
a prospective employer” with whom the employee is
seeking employment™® or “on the financial interests
of the person by whom he or she is employed or with
whom he or she has an arrangement concerning fu-
ture employment.” Even if an employee’s actions in
seeking employment fall short of actual employment
negotiation, recusal is still necessary.”

The employee bears the burden of notifying the
agency—agency ethics official, coworker, or supervi-
sor—of his need to recuse himself from participating
in a particular matter.’”! The agency can, however,
determine that the employee’s “interest is not so sub-
stantial as to be deemed likely to affect the integrity
of the services which the government may expect from
such ... employee” or that “the need for the individual’s
services outweighs the potential for a conflict of inter-
est created by the financial interest involved” thereby
allowing the employee to continue working on the
particular matter while also secking employment.”

Executive branch employees who are required to
file a public financial disclosure report®>—such as the
president, vice president, and employees serving posi-
tions above the GS-15 of the General Schedule—have
additional notification and reporting requirements if
negotiating for or reaching an agreement regarding
future employment or compensation with a non-federal
employer.”* Such employees are also subject to the same
recusal requirements discussed above.”

Like section 207 under title 18 of the United States
Code, section 208 includes several provisions permitting
the government official responsible for an employee’s
appointment to waive the statutory disqualification
requirement.’® For an employee to qualify for an
individual waiver, the employee must first provide a
“full disclosure ... of the nature and extent of the dis-
qualifying financial interest” to the official, who then
must determine that the employee’s financial interest is
“not so substantial as to be deemed likely to affect the
integrity of the [employee’s] services.” In the case of
a special government employee serving on an advisory
committee under the Federal Advisory Committee Act,
a waiver is permitted only if the appointing official
determines that “the need for the individual’s services
outweighs the potential for a conflict of interest.”®

JOURNAL OF CONTRACT MANAGEMENT



Lastly, section 208 authorizes the Office of Govern-
ment Ethics (OGE) to issue regulatory exemptions if
particular financial interests are “too remote or too
inconsequential” to affect the integrity of the services
provided by the government employee.”

PIA

The requirements under the revolving door provi-
sions of the ERA® are broad given their application
to every executive branch employee,® and the PIA is
narrow given its focus on only those employees who
participate personally and substantially in a federal
procurement, or oversee those who do.*

The PIA sets forth two instances when agency
officials must report pre-employment discussions to
their supervisor and designated ethics advisor. The first
instance is when the official is contacted by a com-
pany performing as a contractor on a contract greater
than the simplified acquisition threshold (currently
$250,000) with whom the official is “participating
personally and substantially.”

The second instance is when the official contacts, or
is contacted by, a company that is a bidder or offeror
on a procurement in which the official is “participating
personally and substantially.”** Although not defined in
the statute, FAR 3.104-1 defines participating personally
and substantially®
separate definitions for both participating personally®
and participating substantially.” The FAR even goes a
step further defining what is generally 7ot considered

quite narrowly given the embedded,

personal and substantial participation,®® seemingly
leaving no stone unturned. In both instances discussed
above, the agency and employee look ahead to identify
whether the particular matters the employee is cur-
rently participating in could cause a reasonable person
to question the employee’s impartiality or question the
agency’s programs or operations.

Beyond reporting the contact, the PIA requires that
the agency official also either “reject the possibility of
non-federal employment” or “disqualify himself or her-
self from further personal and substantial participation
in that federal agency procurement until the agency
authorizes the official to resume participation in the
procurement.”® Employees who disqualify themselves
must notify the procuring contracting officer (PCO),
the source selection authority (SSA) if other than the
PCO, and their immediate supervisor.”

For the agency official to resume participating in
the procurement, the agency must conclude either
that “the person is no longer a bidder or offeror in that
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federal agency procurement” or “[the agency official’s]
discussions with the bidder or offeror regarding possible
non-federal employment have terminated without an
agreement or arrangement for employment.””’

Federal agency officials who play a role in the pro-
curement process (even if informally) are arguably the
likeliest victims of the U.S. post-employment restric-
tions, given how many agency officials are involved
in the acquisition process across the federal service.

To illustrate, in FY21, the federal government
awarded more than 4,600 competitive contracts
greater than $10 million.”? Assuming that each of
those contracts had a different PCO, it would mean
there are thousands of PCOs who now have post-
employment restrictions.

That number exponentially grows when consider-
ing the pre-solicitation and solicitation phase of the
acquisition cycle, given the number of people involved
with planning an acquisition, writing the scope of the
agency’s requirement, and drafting the solicitation’s
terms and conditions.

The number of agency officials with post-employment
restrictions continues growing since each of those
competitively awarded contracts greater than $10
million required many people evaluating proposals
and negotiating prices before the SSA ultimately se-
lected an offeror for award. Therefore, potentially all
those people have post-employment restrictions from
their involvement in these procurements from FY21,
whether they realize it or not.

Post-employment Restrictions in the
U.S. System

Just as the ERA and PIA address pre-employment
restrictions, both acts also address prohibited posz-
employment conduct.

ERA
Although the ERA restricts the activities of individuals
who leave government service,” none of its provisions
outright bar any individual, regardless of rank or posi-
tion, from accepting employment with any private or
public employer after government service.”* Instead,
the law only prohibits former employees, whether
they are paid or unpaid, from engaging in certain
activities on behalf of persons or entities other than
the United States.”

The ERA’s general aim is to prevent former agency
officials from switching sides on a matter in which
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they worked directly and substantially on behalf of
the government.” The statute explicitly sets forth that
former agency officials have a lifetime representational
ban on “knowingly mak[ing], with the intent to influ-
ence, any communication to or appearance before ... the
United States ... on behalf of any other person ... in
connection with a particular matter ... 777 However,
the statute also imposes a variety of restrictions and
associated timeframes with respect to those restric-
tions depending on the former agency official’s role
and rank within the executive branch.”

The ERA’s implementing regulation” thoroughly
describes the relevant terms and phrases used within the
law, including “communication” and “appearance,”®'
and provides examples of what communication to or
appearance before the United States is and is not.®
Although former agency officials cannot make com-
munications to or appearances before the United States
with the intent to influence, they can work “behind
the scenes” on such particular matters in which they
previously represented the federal government.®

For example, the implementing regulation to the
ERA’s post-employment restriction provisions sets forth
that it is not considered a covered communication if
a former employee prepares a research grant applica-
tion on behalf of his client, which the client signs
and submits to the government.** However, suppose
a former employee prepared a report for his client,
fully expecting that the client would present it as-is to
the government.® The former employee did not sign
the report, but the report contains the name of the

8 In this case, the law would

former employee’s firm.
consider it communication with the government (as
opposed to strictly behind-the-scenes work) because
the former employee intended for the information
within the report to be attributed to themself.¥”

Similarly, the ERA’s post-employment restriction
provisions describe the concept of “intent to influence”
through both definition and examples.® For instance, a
former employee can call an agency to obtain the date
of a public hearing on his client’s license application.*’
However, the employee cannot sign and submit a grant
application on behalf of a nonprofit organization by
which they are now employed.”® A former employee’s
mere physical presence at a meeting, even if they do
not utter a word, can also rise to an attempt to influ-
ence the government.”

Somewhat similar to the lifetime representational
ban discussed above, the ERA also imposes a two-year
representational ban (often referred to as a “cooling-
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off” period) on all federal employees in the executive
branch.”? The same types of representational, post-
employment conduct covered by the lifetime ban are
relevant to the two-year ban.? The difference, however,
is that the two-year ban extends to matters that were

94 of the former

only under the “official responsibility
official while he was with the government.

Although this two-year restriction is a shorter time-
frame than the lifetime ban, it has the potential to be
more constraining. It does not require that the former
government employee had personal and substantial
involvement in a particular matter when they worked
for the government, but only that a particular matter
was actually pending” under their official responsibil-
ity within their last year of government service.”® The
law further provides that a non-supervisory employee
does not (or cannot) have official responsibility for
their own assignments.”’

Although not analyzed in depth here, section 207 also
contains several other prohibitions, further illustrating
the magnitude of the post-employment restrictions
within the U.S. ethics regime: section 207(c) (one-
year cooling-off period for certain senior employees),
section 207(d) (one-year cooling-off period for very
senior employees), section 207(f) (one-year restriction
on representing and assisting foreign entities), and
section 207(]) (one-year restriction regarding contract
advice by former assignees under the Information
Technology Exchange Program).”®

PIA

In addition to the restrictions imposed by the ERA,
the PIA further restricts for whom former agency of-
ficials” involved in federal procurements may work
190 First, if within the
prior year a former agency official was a PCO, the

upon leaving the public sector.

SSA, a member of the source selection evaluation
board (SSEB), or the chief of a financial or technical
evaluation team at the time a contract in excess of
$10 million was awarded, then they are prohibited
from accepting compensation from that contractor
as an employee, officer, director, or consultant of the
contractor for one year."”!

Second, a former official who served as the program
manager (PM), deputy program manager (DPM),
or administrative contracting officer (ACO) for a
contract in excess of $10 million would be prohibited
from accepting compensation from that contractor
as an employee, officer, director, or consultant of the

contractor for one year.'%?
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Third, if the former agency official personally made
the following types of decisions for the federal agency,
the official is prohibited from accepting compensation
from that contractor as an employee, officer, director, or
consultant of the contractor for one year and may not:

¢ Award a contract, subcontract, modification of
a contract or subcontract, or a task order or
delivery order in excess of $10,000,000 to that
contractor;

* Establish overhead or other rates applicable to
one or more contracts for that contractor that
are valued in excess of $10,000,000;

* Approve issuance of one or more contract
payments in excess of $10,000,000 to that
contractor;

* DPay or settle a claim in excess of $10,000,000

with that contractor.!%

Notably, however, a former agency official can ac-
cept compensation “from a division or affiliate of a
contractor that does not produce the same or similar
products or services as the entity of the contractor that
is responsible for the contracts referred to [above].”*
However, it is unclear how—or if—Congress intended
to ensure that former agency officials governed by the

PIA do not exploit this apparent loophole.'®

Principal Weaknesses of the U.S.
Revolving Door Regime and Proposed
Reform

The United States assuredly has a robust ethics regime
consisting of thoroughly-written revolving door pro-
visions. Its convoluted mazes of statutes, regulations,
and agency-level guidance make it nearly impossible
for an employee to independently assess whether the
risk is low for communicating with, or accepting em-
ployment from, a specific company. Seeking counsel
from an agency ethics counselor—an undeniably wise
thing to do given the potential for criminal and civil

106

penalties'°*—is merely a suggestion, not a requirement,

within the U.S. ethics regime.!”” However, there are
a few exceptions.'®®

Despite the many strengths of the United States’
ethics regime (e.g., its well-defined terms), it is impor-
tant to not overlook some principal weaknesses. First,
the revolving door restrictions within the PIA still
impose liability even if the official at issue could not
have improperly influenced the award decision—his
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liability turns on his status, not on his actions.

Second, the federal government does not have a
database or any other tool that accurately captures
the periods (i.e., start and end dates) that a company
remains off-limits to future employment for a federal
agency official.

Third, the maze of statutes and implementing
regulations makes it difficult for an agency official
to discern independently how restricted they are at
any given time.

Finally, although the ERA requires that agencies
make certain waiver information available to the public
upon request, Congress should go a step further and
require agencies to publish proactively all informa-
tion related to ethics waivers and the like without
requiring the public to make potentially laborious
and costly requests.

Weakness 1: Statutes and Implementing
Regulations Too Rigid

The PIA imposes strict one-year restrictions on former
109 Sup_
porting a federal procurement exceeding $10 million.
While a fair initial rule, Congress should consider there
are more grey instances than black and white, and

agency officials who served in certain positions

therefore relax its if-then formula. Today, the formula
implies, for example, that if a person served as the PCO
of a competitive contract greater than $10 million,
then that person cannot work for the contractor that
received the award for one year.! Period.

However, suppose that person served as a PCO for
the United States Army. While in that role, he was
assigned to work on a $100 million formal source
selection that had a separately appointed SSA. The
FAR requires that the SSA—not the PCO—make
the award decision.!"! It further sets forth that the
SSA is the single party responsible for approving the
source selection plan (which includes the government’s
selection criteria).!'? Therefore, it is doubtful that a
PCO would have single-handed influence in which
offeror won the contract.'® Nor is it likely that the
PCO could tailor the evaluation criteria to a particular
firm given there is someone above them (the SSA)
keeping them honest.

Beyond the regulations stipulating that the SSA
is the party responsible for selecting the awardee,
additional safeguards are in place to protect the
integrity of the process. For example, before issuing
the solicitation, the agency must determine how to
evaluate offerors."”” The SSA approves such criteria in
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advance of the solicitation’s release. Additionally, the
SSEB, which does not include the PCO, is responsible
for objectively and defensibly using those evaluation
criteria when evaluating offerors’ proposals.!'®

A formal source selection relies on many agency
employees who play some role in the evaluation process.
The PCO, however, does not have much formalized
responsibility aside from serving as the single point of
contact between the evaluation board and the offerors,
and making the award.!” Therefore, it is unlikely
that any single individual below the SSA (including
the PCO) would be able to introduce enough bias to
deceive a team of people including layers of attorneys
and a source selection advisory council."'® Specifically,
the individual would have to skew the evaluations in
favor of a particular, undeserving offeror with whom
the PCO has a current or future financial interest.
Thus, a situation with a similar fact pattern could
conceivably justify a shorter cooling-off period for a
former agency employee who served as a PCO on a
contract valued over $10 million.

Therefore, the revolving door provisions within the
PIA—a blanket exclusion period tied to specific roles
regardless of particular facts and without any possibility
for a waiver—are too constraining. Instead of enforcing
arigid, black-and-white rule, the United States should
allow employees individually affected—those serving
in a covered position'—an opportunity for an agency
ethics official to review their specific circumstance to
see if it is appropriate for the cooling-off period to be
reduced or eliminated.'*

Alternatively, Congress might consider relaxing
the prohibitions on former officials’ acceptance of
compensation from a contractor. It would represent a
move away from position-based (or title-based) exclu-
sions toward level-of-participation-based exclusions.
Either option could achieve the solution of relaxing
the automatic restrictions trigged by the PIA and its
implementing regulation.

Weakness 2: No System for Tracking
Employees’ Matters and Particular
Matters

In addition to former agency officials potentially
disadvantaged from a lack of a waiver process within
the PIA, there is a risk to both the agency and the
employee regarding proper recordkeeping of mat-
ters and particular matters with which the employee
participated personally and substantially. Recall, the
ERA sets forth that former agency officials are barred
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from “knowingly mak[ing], with the intent to influ-
ence, any communication to or appearance before any
officer or employee of any department, agency, ... on
behalf of any other person ..., in connection with a
particular matter ... which he [knew] or reasonably
should [have] know|n] was actually pending ... within
a period of one year before the termination of his or
her service or employment.”*!

However, depending on the size of the former agency
official’s team—a reflection of the number of particular
mactters that were under their official responsibility or
were pending under their official responsibility—there
is risk to both the agency and the former employee in
failing to recollect them all. Consequently, it is prob-
lematic that there is no formalized tracking system
that the agency provides or encourages the employee
to keep on his own accord.

Although the United States has some tools that track
a PCO’s awarded contracts by contract number and
prime contractor name and dollar value,'*? no database
similarly tracks all potential or actual offerors or bidders
in advance of, or at the time, a competitive solicitation
closes. Nor does a database exist that gives the PCO,
or any other federal agency officials involved in the
pre-award, award, and post-award phases of a public
procurement, the ability to record or track significant
subcontractors.

This creates the potential for federal agency officials
to subject themselves to risk. For example, they could
be approached by a significant first-tier subcontractor
on a contract awarded many months previously among
a sea of tens or hundreds of contract actions within
their purview after that. Could the federal agency
official make a case that he did not violate the laws
knowingly? Perhaps. Would it be a plausible defense?
Doubtful. Even an inadvertent oversight could subject
the employee to undeserving sanctions'? or the agency
to unwelcomed questioning from the public about the
integrity of the federal procurement processes.

Therefore, Congress might consider creating a
database (or expanding upon an existing database'*)
that can accurately capture the periods (i.e., start and
end dates) that a company remains off-limits to future
employment pursuant to the PIA’s provisions. Such
a database could help both federal agency officials
and agency ethics advisors keep an accurate record
of major prime and subcontractors with whom the
official served in a covered position while assigned to
work a contract action valued over $10 million and
the extent of their involvement.
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For example, the agency official could populate the
database with relevant contractor identifying informa-
tion, contract number(s), contract value(s), date the
contractor began working on the particular matter,
along with a projection of when their involvement in
the particular matter is expected to cease. This database
would increase the accuracy of the agency official’s
information to the ethics advisor when seeking an
opinion on whether they can work for a particular firm.

Weakness 3: Employees Not Well
Equipped to Assess Whether a Firm
Remains Off-Limits to Future
Employment Independently
Beyond the lack of a waiver process within the PIA
and no data repository for agency officials to more
accurately track particular matters to which they
have been assigned, agency officials are disadvantaged
by the maze of statutes and regulations they need to
weed through before accepting outside employment.
The rules are so complex, and located in several places
within the United States Code and Code of Federal
Regulations, that employees invariably have to phone
a friend—an ethics advisor—to figure out what does,
and what does not, apply to their specific situation.
Congress should consider equipping employees
to make an independent assessment—at least ini-
tially—as to where the boundaries are, with whom
communication is restricted, and what are the inher-
ent risks. Presently, there exists no such opportunity.
As a solution, the federal government could create a

125 that can assist

decision-making software application
agency officials in assessing any risk regarding pre- or
post-employment restrictions.

Such a database—or perhaps an expansion of an exist-

126__could

ing database for tracking financial interests
conceivably serve a similar purpose to tax preparation
software tools. Those require an individual to input
a minimum set of data (i.e., income, expenses) and
respond to multiple questions about themselves and
their lives. The tool analyzes the data against the
relevant tax statutes and regulations to automatically
calculate how much tax a person owes, or how much
of a refund they can expect to receive. The software
also performs thousands of error checks while assess-
ing a filer’s audit risk.

Here, federal agency officials would input (based on
a time interval such as quarterly or annually) persons
and companies to whom, for example, they awarded
a contract, subcontract, modification of a contract or
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subcontract, or a task order or delivery order above
$10 million (the current statutory threshold). The data
would cover all information relevant to particular
matters with which the federal agency official was
personally and substantially involved. This includes the
private-sector firms involved or any firms (whether by
name or industry classification) in which the official
has a real personal financial interest.

While the software would not wholly replace the
role of an agency’s ethics counselor, it would offer the
employee a level of independence in regularly assess-
ing their risk in engaging in employment discussions
with particular firms. Moreover, it would enable the
employee to have a heightened awareness of whether
employment with a firm that initiated such a dia-
logue is even viable sooner than an ethics counselor
would consider the facts and provide the employee
an opinion.'”

Weakness 4: Lack of Transparency in
OGE’s Reports, Waivers, and Ethics
Opinions

Lastly, U.S. laws require the agency to make available
“upon request” any determinations where the agency
granted an exemption under the section of the ERA
that addresses a federal official’s participation in official
matters in which he has a financial interest."® However,
its existing process serves as an initial stonewall for
transparency given the federal government’s laborious
and costly Freedom of Information Act procedures
for requesting information that is not already in the
public domain.'?

Instead, agencies should proactively publish re-
ports, waivers, and ethics opinions despite not being
“required” to do so. Although the U.S. OGE director
publicly releases reports submitted by the president, vice
president, and filers at executive pay levels I'*° and II,'*!
the director does not automatically release the reports
related to approximately 1,000 other presidentially ap-
pointed, Senate-confirmed filers whose reports OGE
reviews. Additionally, the director does not proactively
release the approximately 25,000 remaining public
filers’ reports that are not reviewed by OGE."** The
reason is a bit unclear; however, it is likely because
Congtess does not require the director to do so.

The OGE director’s present efforts to automatically
publicly release many documents'® is a far cry from
total transparency. While the law clarifies that under
no circumstance will an agency release confidential

financial disclosure forms,'?* the law is not so adamant,
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for example, about shielding former agency officials’
ethics opinions regarding future private-sector employ-
ment. Moreover, the regulation unequivocally states,
“current or former employee who discloses information
to an agency ethics official, to a government attorney,
or to an employee of the [OGE] does not personally
enjoy an attorney-client privilege with respect to such
communications.”'?

Publicly posting the ethics opinions that former
agency officials receive from the agency ethics advisor
would be a welcome step towards greater transpar-
ency. Furthermore, giving the public such access
can ultimately benefit Congress’ monitoring regime.
The public can serve as whistleblowers if the tasks
the former agency official ultimately performs for
the private-sector employer differ from the planned
duties the former agency official initially disclosed to
the ethics advisor.

Given that light exposes darkness,'*

making such
opinions public will likely improve both the agency
official’s input to the ethics advisor and the thoroughness
of the ethics advisor’s resulting opinion. This opinion
is highly dependent on the candor and completeness of
the information the official offers about what particular
matters they were involved in, in what position they
will be serving the private-sector employer, and what
tasks they will perform.

Beyond moving toward the release of post-employ-
ment ethics opinions, Congress should also consider
requiring OGE to publicly release information about
an agency’s waivers to federal officials’ disqualifica-
tion notices.””” Although OGE publicly disclosed
that agencies processed “nearly 70” waivers in 2020,
it provided no further insight.!®

There is no mistaking that the public undoubtedly
wants information. In 2020, OGE reported that U.S.
agencies received 584 requests for public financial
disclosure reports.'® Additionally, the public and
news media inspected more than 7,000 documents,
including public financial disclosure reports, periodic
transaction reports, certificate of divestitures, ethics
pledge waivers, and other covered records.'*

As a proactive measure, Congress might make in-
formation presumptively available, without requiring
interested personnel to submit a formal information
request. However, recommending that federal agen-
cies increase transparency surrounding their ethics
regime does not include jeopardizing agency officials’
personally identifiable information. The “who” por-
tion of the ethics document is not relevant in many
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instances. For example, what was an agency’s basis
for waiving an agency official’s recusal? While the law
itself provides the public with a broad basis—“that the
interest is not so substantial as to be deemed likely to
affect the integrity of the services that the government
may expect from such officer or employee”'—the
agency should be willing to share its analysis in how
it ultimately reached that conclusion.

Conclusion
Although the U.S. ethics regime appears to be working,
this article highlighted four areas for reform:

1. Allow for waiver of the PIA’s post-employ-
ment restriction provisions;

2. Create a database for tracking particular
matters with which agency officials partici-
pated personally and substantially;

3. Develop software that can help agency
officials better assess what post-employment
restrictions they have, if any;

4. Require OGE to proactively publish reports,
waivers, and ethics opinions.

At first glance, these changes would reduce the ap-
pearance of impropriety and bring enhanced transpar-
ency that would come from the other recommendations.
Enhanced transparency reinforces legitimacy in the
federal government.
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